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Introduction  

Technology has become an integrated part of today's modern business world. Technology in the 

near future will be more intuitive and ingrained in the business field. Digital transformation is 

latest development in the field of business. Digitized operations and processes for businesses are 

a necessary factor in this modern age. Businesses are connecting with artificial intelligence to 

increase their efficiency in the workflows. In this assignment, advances in technology as well as 

required digital skills for managing a website will be described that can give support to the 

innovation process of the business and risk management for the business of wagestream.  
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1. What digital and data skills you already have and what skills you need to 

develop and how you would use these skills if you were a business manager at 

wagestream.co.uk  

Digital Technologies has become come on place in our daily life and it is embedded in our working 

life. Today every business organisation wants to hire people who have digital skills and know 

about using technologies. Because digital skills and technologies are playing vital role for the 

success of businesses. My digital skills include MS Office expertise, skills in SPSS, skills in Java, 

social media marketing. However, I want to develop my digital skills further to get a good job or 

initiate my own digital business. That is why I decided and choose two particular areas to develop 

my digital skills. 

Data analysis expertise 

Today at the age of information and data, it is very important for business organisations to manage 

data and utilize it to make appropriate decisions. Information about customers’ employees and 

competitors are very fast so it is hard for business organisations to manage them without the proper 

expertise. The volume of data that visit organisation record will increase every day. Data mining 

as well as harness of data is crucial for the future success of the business. That is why business 

organisations will need employees who are able to extract analyse and translator data on behalf of 

the business and use it for future decision making process. Data analysis skill is integrated with 

different sections of the business. Business organisations will need data analytics to understand 

the insights of the business as well as the customers. Businesses use four types of data analysis. 

They are descriptive analytics, diagnostic analytics, predictive analytics and prescriptive analytics.  

The current trend identified by Isson, & Harriott (2013) is data mining and predictive analysis. 

Predictive analysis is related with understanding the future by analysing the current data of the 

business. That is why I would like to develop my skills in predictive data analysis so that I could 

help the organisation where I would work, to understand the current situation and make appropriate 

decisions about the future moves of the business.  

Social media selling expertise 
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The drastic improvement of social media over the past few years has emerged different 

opportunities for businesses in case of marketing or selling products and services. It means that 

the future marketing team and sailing team should be able to utilize social media as best as possible. 

Today customers have focus on value based products rather than buying products unnecessarily.  

Both social media marketing and social selling is related with developing relationship with 

customers. Making proper contents on social media sites and develop conversation with the 

customers on social media sites is necessary to develop a meaningful relationship with the 

customers.  

According to the report of Davenport (2014) 77% of the online customers do not engage in buying 

a product before checking the company profile and 80% of the buyers review at least 8 to 10 

contents before making a purchase decision over the social media sites. Therefore, it is certain that 

quality contents are required to sell products using social media sites. It is the responsibility of the 

sales team to develop quality contents that can attract more and more customers.  

Grover & Zhang (2018) said that it is important for the social sales team to develop a relationship 

with the customers at first and then maintain the relationship by providing value to quality full 

contents over the social media sites. That is why I would like to develop my social selling skills 

so that I could effectively help businesses to sell their products and services on social media sites.  

 

2. How advances in technology can be applied to wagestream.co.uk and how 

they can support effective team management?  

Websites like wagestream are continuously challenged by the evolving technology and increase 

number of data. These factors profoundly affect the operations of the business and how the 

business is dealing with the customers. Advances in technology like artificial intelligence internet 

of things and Big Data Analytics can be responsible to support effective management for 

wagestream.  

Below are the two advances in technology and how they can support effective management for 

wagestream is briefly described: 
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Big data 

Big data analysis is crucial for businesses like wagestream to outnumber its competitors. Data 

driven strategies can be effective to compete with the competitors capture the market and make 

innovative decisions to support the customer (Banica & Hagiu, 2015). In every field of business 

whether it is IT or health care big data can be helpful to get success. Businesslike wagestream can 

use big data to initiate the trial of a service and understand the feedback of the customers about the 

trial. Even the big data can help the business to predict the outcome (Jha, & O'Brien 2016). 

Basically big data can be helpful to develop or design future services for wagestream.  

The management team of wagestream can use big data to get access to growth opportunities. It can 

even help the management team to open new areas of the new categories of business that has a 

high demand among the customer. There is data about supplier or buyers’ preferences of the 

customers’ products or services competitors etc. that can be utilized if the management team of 

wagestream is aggressively focus on big data capabilities. 

High frequency of the big data can be useful to support the management team of wagestream. For 

example with the help of big data the metrics of customer loyalty can be understand thoroughly 

and extensively. This can provide a lot of support to make a future decision about developing a 

new service for the customers.  

Artificial Intelligence  

The artificial intelligence is not as widespread has big data but the importance cannot be denied. 

Artificial intelligence alongside with machine learning can boost the business performance much 

better than any other advances in technology. It provides organisation to make predictions about 

customers and the market. Artificial intelligence or AI can help businesses like wagestream to get 

an insight that is not visible with regular operational process (Goodfellow & Bengio 2018). If 

wagestream is able to develop business process with the combination of employee engagement, 

retention, data analysis and AI, then they would be able to get a detailed view of the management 

and operation of process that can lead them to develop the operational performance of the business. 

Artificial intelligence is not a technology that can take the place of managers but it can help the 

managers to get the desired performance level. Artificial intelligence would support the 

management team of wagestream by providing them a forward-looking insight and give 
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personalized recommendation for the betterment of the business. Artificial intelligence will help 

the managers of wagestream to be proactive and lead their teams with necessary management and 

leadership approaches. Moreover, Artificial Intelligence can take some of the burdens of the 

managers and give them enough time to think about the growth of the website. 

3. Where you would innovate in order to benefit both the business and the 

customers of wagestream.com.uk?  

As a business like wagestream, it is very important for them to get competitive advantage by using 

technology. In past decades where the economy was slow competitive advantage did not carry as 

much importance as today. Wagestream should aim for earning long-term competitive advantage 

that sustain and provide value to the customers.  

For the website wagestream data driven innovation can help them to get sustainable competitive 

advantage as well have the desired growth that they need because data is the key as set for and 

website and when wagestream could efficiently manage their data they could earn their desired 

competitive advantage. Though scholars like Frischmann & Strandburg (2014) said that it is very 

hard to achieve long-term competitive advantage in this drastically competitive world of business. 

That is why data driven innovation can help the website to get transient advantage as well as 

sustainable competitive advantage. Kusiak, (2009) said that transient advantage is related with 

competitive advantage but the nature of its period is short term. Business organisations concentrate 

on transient advantage when they try to achieve or create new advantages.  

Data driven innovation can help wagestream to achieve transient advantage, as they are quite 

innovative and unique business. When a business focus on data driven innovation they become 

less dependent on physical products and assets. It can also help to reduce the cost of physical 

Assets and products. Whether wagestream sales physical product or not if they focus on the data 

driven innovation they will be able to tied up with success. 

Bollier, (2010) said in his research that data driven innovation has become a significant growth 

driver for different websites. In this digital age of information, data is a highly accessible resource 

that can make differences between two websites. There are different aspects of data driven 

innovation for wagestream. Data driven Re innovation is related with Data Analytics that is why 

wagestream needs to collect countless data sets to understand the client base.  
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With the data driven innovation strategy wagestream can be able to do high speed Data Analytics 

that can help them to capture the flow of data and interpret data for better understanding of the 

current trends in the market and behaviour of the clients in different sectors. It can lead the business 

towards improved service for the customers and get competitive advantage. Data driven innovation 

can help the business to understand the current demands of their services and whether people are 

taking the services positively or negatively.  

 

4. Identify the risks that wagestream.co.uk might face and how you would 

manage them?  

As the demand of internet-based business is increasing, businesses like wagestream are facing 

different types of risks. As wagestream is doing a business to provide financial support to its 

customers, it can face significant losses due to internet-based risks. With the rapid change of 

technology the risks are changing continuously but some of the most common risk that wagestream 

can face are 

Injection flaws:  

Every website is based on request from the viewers and data transfer. To complete this process 

there is browser; server, database etc. are connected. These parties are responsible to transfer data 

based on the request from one entity to another (Valsamakis & Du Toit 2015).  

In this process, attackers try to inject untrusted data into the system to get access of information 

that they are not authorized to or execute any unethical commands. It is one of the most common 

method to attack a website. Attackers can also take over website with such unethical commands. 

The process is easy to exploit and it can compromise the website of wagestream severely.  

Break of Authentication: 

Websites such as wagestream where the customers have accounts are vulnerable if proper actions 

and not taken. In the website the clients need to log in with their ID and password and the website 

is required to authenticate this identification process. It is important for the clients to prove their 

identification because of their information safety. If the authentication process is weak or broken, 
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it allowed the attackers to use someone's identity to enter the system and collect the personal and 

private data. The attackers can use these private data to do any fraudulent activities within the 

website or for any other particular reason. Because people do not update their passwords regularly, 

the attackers are able to get hundreds of millions of valid username and password.  

Articles used in different types of automated tools to enter the system when it is vulnerable and 

collect necessary data without the system acknowledgement.  

Private information exposure: 

According to the book of Jordão & Sousa (2010) while the technology has been developed 

tremendously in the last five years the most common and impactful attacks on the website was 

based on exposure of too much private information. Vulnerable URLs or poor according 

construction at the main reason behind the exposure of private information. Wagestream may also 

vulnerable to software that are responsible to pass information via sessions.  

Misconfiguration of the security system: 

For business website, it is one of the most common risk that they are exposed to. There are different 

ways that attackers use to attack a website, but when the website is using the basic and default 

configuration for security and vulnerable password protection system, then the attackers just 

misconfigure the security system and get access of the website. For example, when a new 

machinery is used with the website with its default username and password the attackers may have 

a list of such default username and passwords and so they can jump right into the website without 

any proper authentication process.  

 

Wagestream is in a vital position to mitigate the risks and ensure the safety of its clients and the 

website itself. There are four ways to mitigate the risks for a website and they are, attempt to 

eliminate risks, attempt to reduce risks, transfer risks and accept risks.  

I would suggest wagestream to emphasize on attempt to eliminate risks to mitigate the risks. 

Attempt to reduce risks: 



8 

 www.infoharvardresearchuk.com 
 

It is very important for wagestream to develop a team of experts to mitigate the risk of the website. 

The process could start with identifying the potential risks, accept these risks, and only then take 

necessary actions to reduce these risks or eliminate them. In this way they can mitigate the risks 

and as well as their impact.  

Risks that stays after the mitigation is known as residual risks. These risks are also controllable 

but in different ways.  

One of the most common way to attempt to eliminate risks is to eliminate the risk or reduce the 

impact of the risk to zero.  

Implementing control strategies for the website can reduce the risk level and increase the quality 

control. According to the study of Chapman & Ward (2003) most of the organisations that are 

online based business can get benefit by either creation or augmentation of the security policies. 

Depending on the size of the business, business website should develop a team for the security 

purpose of the website and also have the business with risk analysis.  
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Conclusion  

Wagestream has great opportunities to get success in their field if they could utilize advances in 

technologies and digital skills of their employees. Data plays a vital role for the business of 

wagestream and if they could properly analyse data, they could achieve the desired customer base. 
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Appendix  

My own digital competency  

 


